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TN THE CLAIMS 

The listing of claims will replace all prior versions, and listing, of claims in the 
^ application: 
h- Claim 1 (currently amended) A method of providing a digital file from a source system 

[Jj . to m certain embedded systems in a secure manner, the digital Hie including instructions 

ffl ^confi guring and operating the embedded systems, comprising the steps of: 

combining the digital file with a header informatio ft including a target identifi e r 
corresponding to the target state information specifying a certain embedded system; 

providing the combined digital flic with the header information to the embedded 
system; and 

verifying the targ e t id e ntifi e f target state information upon receipt of the digital 
file at the embedded system: 

beforo the e mb e dd e d -s ystem io enabled to install said digital file on the emb e dded 
*vstam installing the digital file on the embedded sys tem only if the target state 
information in the header corresponds to ta rget state information of the embeddQ<l 
system; and 

operating the embedded system using the digital fil e until a further updated 
version of the digital file is installed on the emb edded system. 

Claim 2 (currently amended) The method as defined in claim 1 wherein the target 
identifi e r target state information is a text name corresponding to an end user of an 
Internet based service- 



Claim 3 (currently amended) The method as defined in claim 1 wherein said i 
identifier target state information includes a revision level respecting said digital file. 

Claim 4 (previously amended) A method of providing a digital file from a source 
system to an certain embedded systems in a secure manner, the digital file including 
instructions for configuring and operating the embedded systems, comprising the steps 

of: 
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? combining the digital file with a header information including a target identifier 

= corresponding to the target state information s pecifying a certain embedded system; 

> signing the combined digital file with the header information with a digital 

^ signature corresponding to the source system, the digital signature being added to the 

header information ; 

^ providing the combined digital file with header information to the embedded 

system; 

verifying the digital signature and the target identifier state inform ation upon 
receipt of the digital file at the em bedded system; 

installing the digital file on the embedded system on ly if the target state 
information in the header corresponds to target state information of the embedde d system 
and if the digital signature is verified: and boforo the embedded oystcm is enabled to 
install th e digital file on tho ombedded syst e m 

operating the embedded system usi n g the digital file until a further update^ 
version of the digital file is installed on the em bedded system. 

Claim 5 (currently amended) The method as defined in claim 4, wherein the step of 
signing the combined digital file with a header information uses a private cryptographic 
key associated with the source system to generate the digital signature- 
Claim 6 (original) The method as defined in claim 5 wherein the step of verifying the 
digital signature uses a public key corresponding to the private cryptographic key. 

Claim 7 (currently amended) An embedded system that uses a target state header target 
state information to validate uploaded files, the system comprising: 

means to combine the files to be uploaded with the target state information 
specifying the embedded system header; 

means to provide the files with the target state information heade* to the 
embedded system; and 

-3 - 
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^ verifying means to verify the target state information: and header 

^ means to install the digital fi lft on the embedded system only if the target state 

^ information which has been combined with the files corresponds to targ et state 

^ information of tfafi embedded system b uf uiL d i e fil o a arc inat nl l nrt on t h * cmboddod 

CO system. 

20 Claim 8 (previously amended) The embedded system as defined in claim 7 having 

means to provide a digital signature for use in verifying the files before installing the files 
on the embedded system. 

Claim 9 (original) The embedded system as defined in claim 8 having public keying 
infrastructure for distributing public keying information to said embedded system. 

Claim 10 (original) The embedded system as defined in claim 9 having software for 
performing signature generation and verification. 

Claim 1 1 (original) The embedded system as defined in claim 7 for use in conducting 
transactions on the Internet. 

Claim 12 (original) The embedded system as defined in claim 1 1 wherein said 
transactions include the purchase and download of software. 

Claim 13 (original) The embedded system as defined in claim 1 1 wherein said 
transactions include online banking. 

Claim 14 (original) The embedded system as defined in claim 1 1 wherein said 
transactions include the installation of software revisions in network nodes. 

Claim 1 5 (previously amended) The embedded system as defined in claim 14 
wherein said network nodes include wireless telephones. 
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